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§ (54) Title: VIRTUAL MACHINE TO DETECT MALICIOUS CODE 
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RECEIVE IN A VIRTUAL MACHINE CONTENTS OF A 
PROGRAM FOR CREATING A VIRTUAL 
ENVIRONMENT FOR INTERACTING WITH A HOST 
PLATFORM IN A COMPUTING DEVICE 




i 



DETERMINE BY THE VIRTUAL MACHINE IF THE 
RECEIVED CONTENTS COMPRISES PREDETERMINED 
INSTRUCTIONS FOR PERFORMING AT LEAST ONE 
UNAUTHORIZED TASK 



(57) Abstract: One embodiment of the 
invention discloses a method for receiving 
in a virtual machine(VM) contents of a 
program for creating a virtual environment 
for interacting with a host platform in a 
computing device; and determining by 
the VM if the received contents comprise 
predetermined instructions for performing 
at least one unauthorized task- Another 
embodiment of the invention discloses a 

-210 method for receiving a system call for a 

host platform in communication with a VM 
of a computing device; and determining 
by the VM if the received system call 
comprises at least one predetermined 
system call for performing at least one 
unauthorized task. Yet another embodiment 
of the invention discloses a method for 
receiving a virtualized memory address 
for a host platform in communication 

-220 witn a VM of a computing device; and 

determining by the VM if the received 
virtualized memory address comprises 
at least one predetermined unauthorized 
virtualized memory address. 
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